
2k Bootcamp



OPERATORSGROUP StBuy-
--

-> closed

]-> Associative ->
Properties

-> Identify
-> Inverse

eg of groups.

R-Real
G(z ,

+ ) -> Group C-complex

G(2 , x) -> Not a group Q-Rational
-Integers.



-> Only closedI associative

↳ Semigroup

-> Only closed , associative
Identitya

-> only closed
↳. Magma ; 29 :

wint256
,

Kek256

Homomorphism
--

-> Homo-some

-> moup-shape.

- There is a homomorphism from

A to B re if there exists a

function $ : a- b atA bEB

and ↑ (a . 0 b) = q(a) + p(b).



e9 :
A : all string under concat

B : all non-negative integer under

addition

9) (a0 b) = p()04(b).

Hw
-

A : G (2 ,
+ )

B : G(b ,
X)

.



ELLIPTIC
-

Gues
-

-
-

-> An elliptic creve group is the

set of (x , y) points that satisfies

the eq : y2 = x3 + b

t (4 , y) ① Lu , y') = Le" , y"l
closed property

~

THEOREM-

-> If a non-vertical line intersects

2 points on an elliptic care ,
it

will always intersect a third

point.
-> If a line is vertical and

crosses 2 points ,

it will not

intersect a third.



-> A elliptic come group is the

set of (x , y) points that satisfy
11

y = x3 +b Union "Point at Infinity.
-

P .

O .I is the

E 3rd intersection of

a vertical line.

-> The P .
O .I is the identity

element of the set.



&
·

L AOB = C
·

B

C AOC = B

BAC =
A

& Contradiction

LBOIC) DB = c-

= 2BOC = L

e => +B + 2 + B

=
B +C

&
=

.

C + B = B
+
+ C

-> To avoid the

contradiction => + B = B + C
IAFB is mirrored +c

wrt the X-axis
= B = B" ???



-> The binary operator is to take

both points, draw a straight line,

determine the third intersection point,

then flip over the X-axis.

If D
,
x = = PzK ; return I

=> 2PQIP = #P

=> loopE ID
32P

IB 64P
8P#
+ 4

16P

=> loopE.

69p + 329

worst cre : 2logh



#CRETE CAL RE

-> Given a point Pand
:P a scalar z

,
it is

easy to compute 2P.C But given 2 points*

P
P & EP ,

its extremely

y2 = n3+ z(modn) difficult to compute

2.

ECDSA
-

-> Printe key =
~2 bit scalar

-> Public Key = pG -(n , y)
↓

G is a publicly
accepted starting Epoint.

· · PG



-> Eth address = hash (K pub , Ypub).

Signing with ELDSA
-

random number k (r
,
s

, v]

= R = KG .

= R = (Rv ,
Yc) -> Br + W

- h = hash (msg)

= S = K "Cherxpriv)

Cpub , msg ,
r

, s)
Verification
-

#= s" ChG + -Pub).

d = kCh + rxpriv)"(hG + rPub)
.

-CR =
K /xprir)"n+ o xpriv) G

.

-
= kG = 2RI
--



->Scaler multiplication is associative.

#aG)= (ba) G
-> Additionicommutationaib)4

aG + I = aG

aG + (-aG) =I

Claim : I have z numbers a by

such that they add up
to 15.

X = mal (G , 5)

y : mul (G , 10)

+ With <X , Y ,
15) the verifier

can verify my
statement



Verifier)

add (X
, Y) = = mul (G ,

15)

(G, a) == mul (G ,
at curve

order)

-> neg (mul(G ,
a)) = mul (G ,

crive-order
- a)

-

Mix MPLY

[] [ag] : [aG ]
System of equations.



-['s ]a[] = []
t [i] + [* ] =[]

=

) x + 24 = 4
=

aG + 2 bG = 46

=> 3x + Ay : 1
3aG +qbG = 10G

-> to prove
the solution to asystem

of equation ,

we can provide the

values of aGbG without revealing

the solutions a $b.

->Math ops in finite fields on

be done without my precision

issues-



-> Precompiles

BN128 addition -
addre (6).

BN128 multiply - address (7).

Add
-

-

(bool ok, by tee memory
result (

=
address (6) . static call (abi. encode

(R ,, 4 ,,
42 ,

Yc)) ;

require Lok ,
"add failed")

(v , Y) = abi .
decode (result ,

Cuint25s,
wint2561) ;



Point Multiplication
-

-

y
=

= x3 + b

[Yy":

& E
The set of points (v .. 4 . )$(2142)

is considered one point since it's a

solution to

jug?y



-> these points in the cure form a group.

- When you are using a G - D ECC
, we

call the point G2-> (C ,
R

, )
,
(2 1 4 ,

) .

aGz + bG2 = (a+b) G2
.

a (bG) = (ab) G2

-> the above properties hold for G2

-We want to perform symmetric pairing.

aG .. ba
,

= (ab) G
,

but this is very hard to compute.

-> But we can perform asymmetric pairing

effeciently.

#aG .. bGc = abGi2



-> Pairing (Gr ,
4

.
) -> Giz

.

-> Precompile address (8) performs pairing.

- In zkD
,

we typically look for

something like ,
is

AB = CD + EF + GH

where A
,
C

,
E , G can be Go points

&) B
,
D

,
F
,
I can be Ge points.

-> the solidity precompile does not

return the Gi2 point. It only checks

if AB = CD + EF + GH holds.



Adding G12 points.

-finalepentatCAB
G

, &G 2 points.

Titx=
= ; how do we compute set

a=
n 2 => pairing (mul (G2 , 7)

,

mul

(G , ,
7)).

a = axx =)

Pairing (mul (G ,, 49)
,

mul (4 ,,7)).



tome
work - 4

0 = -
A

,
Bz + < , B + X

, Uz + C , Sc

X
,
= x

, GA + UzGz + R> Gl

- (oxa)+ 5x2 + 6x3 + 1x4

4I IAl- Is x3 =

8 = 3
.



2k Goal - to prove we carried out

an algorithm.

eg : 1 -> Sudoku

12 3 &

34 I 2

41 2 3

2 3 & I

-> Phase 1 : Solve

Phase 2 : verify solution.

2k is only concerned with verifying

the solution.



eg : Sort a list -> Quick sort

Verify a sorted list -> iterate.

eg : Graph.

A > T

I Allur
&1

17-

-> solve it with BES

-> varify by traversing the path.



-> We need to express these problems

in terms of addition I multiplication

che that's what we can do in 2k.

eg : 4. Three colouring.

-> Colour each node of a graph such

that none of the neighbouring nodes

share the same colour.

mu

MM-mu

Mu
-> How to express this graph only

in terms of addition I
multiplication.



Nim mis-

&

Red = 1 Mu
No

Blue = 2
N an only be 1 or 2 or 3

Green = 3

=> (N .

- 1) (N.

- 2) (N- 3) = 0

(Nc - 1) (Nc - 2) (N2. 3) = 0L(Na-1) (Ng-2) (Na-3) = 0E
:

These equations constrain the nodes

from hering values other than
or3
-



Neighbouring nodes not sharing the

some colour .

Ni

Ni N2 P
-

I I 3 I 3

mineaI I,
2 2

2

2 i ( , Ne-2) (N , Nc-3)(N , N2
- )

=O

This can only be true

13 is N, Ne are differa

values.

-) The some applies for NzNs , N , Ns,

N , Na , NaNs



-> We have seen how to do 2k

system of equations.

-> Given there constrains , if the equations

are balanced ,

then we can prove yo

know the solution to system of earns.

< 16 => Arithmetic circuits.

Represent 15 in bits.

x = 23 bz + 2 b -
+ 2b

,
+ bo bob

u = 10 = 8 . 1 + 4 . 0 + 2 . 1 + 0 I :

x=
13 = 0 . 1 + 4 . 1 + 2

. 0 + 1 (b- b
x = 15 = 0 . 1 + 4 . 1 + 2 . 1 + 1



with constrains

x = 8bz + 4bz + 2b
,

+ bo

(0-1) bo = 0 (b2-1) bu = c

I(b ,
- 1) b

,
= 0 (5-1) by = 0

the se value cannot be greater than

15.

ARITHMETIZATION
LOGI GATES-

- -
-

AND GATE D-2
-

2 = x . y a(x - 1) = 0

y(y - 1) = 0

1
OR GATE iD 2
-- -

x(x - 1) = 0

2 = x + y = xy y(y - 1) = 0



NE No
2 = ( - x) (u(x

-) = 0

ARE 2

x(x - 1) = 0

z = n + y =

2xy(y(y -) = 0
OV

2 = (x - y)(x - y)

NAND GATE Epo--
2 = 1- by Jack-



Bitwise AND z = x & Y--
x = 001 0

y =
1011

Step 1 : Decompose the nums -

to bits.
2 = 0010

n = 0by + 4bz + 2b
,

+ bu)bo(bo
-1) = 0

bulbn-1) = 0

y = 0(z + 422 + 24 + (((((o
- 1) = 0

:
(n(kn-1) = 0

2 = odz + 4d2 + 2 d
,
+ do (do

(do-1) = 0

du (n-1) = o

(by( - da)(b2(-dz) (b ,2
- d

,) (brco-do)
= 0



Homework - 5
-
-

& I .

I
,
to xn such that at

least one

Signal is 0.

K
,. Uz . Mi . Rq ....

Un = 0

On . K
,
to kn such that all signals are

R
.. N2 - Ry . g. ...

kn - 1 = 0

Os Bipartate Graph.

W N
,

(N ,
- 1) = 0

Wi :
Mus NA M Ns N5 (Ns -1) = 0

um
Na :

2 2 4
.



(N , Nc - 2) = 0 (NsNq-2) = 0

(NzNy-2) = 0. ... (NaNs-2) = 0

& 4) k = max (* , y , 2).

Y = max (K , 4) K =bis
max (v , y (n + (x - Y)

= 2"bu + 2" b
...

....

bo

If the MSB of 2"" + In-y) = 1 ; then

Ly . If MSB = 0 ; then y) s

v = bnx + (1 - bn)y
v = max (n , y) = bus + Cl-buly



k = max (v
,
2)

95) Signals 2 ..

k
.... Kn

such that

at least one of the signal is I .

(1 - x
, ) (1 - 42) (1-4s) ... (l-un) = 0

Q6).

Signal I such that v is a power

of 2.

v =
2"bu + 2""bn-1 + 2" bn .z

.... bo

bu + bu - 1
+ ba . 2 + .... bo -1 = 0

bu (bn -1) = 0

:

bo (bo-) = 0



& 2) Arithmetization of the covering

set problem.

S = E 1
,

2
,
3

,4 . ... 104

Embed subsets = 20 ,

0
,

1
,

1
,

02.

Bitwise OR of embedded subset.

S, = 99 ,,
92 , as .... and

Sc : 9b, by ,
by . . . .

but

-

'

Su
:

[21 ,
22 , %s .... (n).

(1 - a
. ) (1 - b , ) . . .

.

(1 - 2) =0

21 - 92) (1 - bu) ... (1 - 2) = 0

:

(1 - an)(1- by . . .
. ( - 2n) = 0



RANK-1 CONSTRAIN System
-

-
-

- -

-

me
ARITHMETIC CIRCUITS

(x ,
- 1) (v , -2) (x ,

-3) = 0 x2
xs

(x c - 1) (x2 - 2)(x -3) = 0
· u

[xs - 1) (xg - 2) (4 , 3) = 0

(x , Mc - 2) (k , 4c -3) (x ,Xc 6) = 0

(8-Ks-2) (P ,Ug - 3) (R2Ks 6) = 0

(2 , -2) (Naks-3) (2 , 15-s) = 0

-> If the K , 42/Ks are G , points then

we can't perform multiplication of

G , points . RICS is used to fixe this.



System of equ

x . y = z + b + 5x

L

↳ Quadratic Constrain

How to do xyz = V with elliptical
curves??

xyz = v

WI xy
v = wz

eg : 2
,x2x3 + k , xq + x

= 54 ,
+ 6 - kzqk ,

2x , 44 + 3 = 4x

V
=

= X
, 12 Vz = 23

Vz = k-kq Va = Rzq

=> y , kz + Vz + Vz = 5x ,
+ 6 - Vqx ,

2yp + 3 = Are2



Y5 = V
,Ks

=> V5 + Vz + Vz = 5x
,

+ 6 - Vqk ,

2V4 + 3 = 4x
,

2

Vc = R = x42

= V
, = R , kz

1Vz = Ks2 RICS

Va = Uzi4 circuits

V5 =
V,

Y
5 + Vz + Vg - 5x, 6 = - Uph ,

2Va + 3 = 44242

--
↳ convert this to matrix



=> 2V4 + 3 = 4x
,

2

Vc = R = x42

Vz = Ks2 RICS

V
, = R , kz

1Va = Uzi4 circuits

V5 =
V,

Y
5 + Vz + Vg - 5x, 6 = - Uph ,

2Va + 3 = 44242

--
↳ convert this to matrix

12 , R2Ks q V
, VaVsgV5

=
- -

0000010000 To T T Y&

M

08 00001000
x

,

Vz

0000000100 R2
43

0000000010
A
3 I

Y4

0000000001 24 Vi

- 6.300001101
V

,
V5 +Ve +Vg-54 ,

-6

Vz
3000000020

V3 2Va +
3

Va

-> V5 =>

-
X

- -



- Iso Rs = Os

-> S is the witness Vector

-> We take the Madamard product of <skPs

eg : 2 &
, XcRz = R4 Hadmord product is

6x2 + R
,Xz = xs #1 element wise multiplication

R
, Ke = Y, eg .

[1] · [B] = [B]
V

, nz = 44
x

, Uz = xg
+ 1 - 642

-
T

x , R2XsRG i
-

x , R2XsRG i
01 0000 O010000

x2↑·
T

,

-

↑ - u
O · 0001000

O O 0 100 0 0001000
--

- =

g g

V
, -V

=

=

--
T

x , R2XsRG i
00 000 0 1

↑ -I 0000100
x2

10-60010 u
- -

g

-V



Homework - 6
-
-

K

Qu . Graph with 3 nodes & 3 edges mu
2

Constrains mu Y

- mis

(2-1) (x -2) (x - 3) : 0

(Y - 1) /4 - 2) ( .Y - 3) = 0

(2 - 1) (2 - 2) (2-3) : 0

(42 - 2) (42 - 3) (42 · 6) : 0 =(ay - 2) (ky - 3) (xy - 5) = 0

(v2-2) (x2 · 3) (y2 - 6) = 0 sola



E p3 - 6x + 11x - 6 = 0 a = V ,

y
3

- by2 + 11 % - 6 = 0
y

:
= V2

33 - 622 + 11
.3 - 6 = 0 22 = V

·Sys-11xly + 42 xy - 36 = 0 VVz = V = my

UcVy = Vy : Y2z2
y3z3 - 11y2z2 + 42y3

- 36 = 0

VzV ,
= Vo = 32

z3p3 - 11322 + 42zx - 36 = 0

xy = Vy
yz = V

= V
,
K - 6V ,

+ 11x - 6 = 0 zx
: Va

Vey-6Vz + 11y - 6 = 0

Vg& - 6Vg + 11z -6
= 0

YVy-1144 + 36Vz
- 36 = 0

VgVg-11 V5 + 36 Vo - 36 = 0

VoVg-11V6 + 36 Vg-36 = 0



a = V ,

y
:

= V2

22 = V
U

,Vz = Vo
UVz = Va

VzV ,
= Vo

xy = Vy
yz = V

zx
: Va

v ,
R = 6 V

,
- 11x + 6

veY = GV= - 11y
+ 6

vs3 = GVg-11z + 6

rVz = 11V4-36V1
+ 36

v5Vy = 1lV5-36Vg
+ 36

Vola = llVy-36V9 + 36

·



- a Y z V
, Va Va Va Ve V

, Ve No Va

O o
-

&

O O ↳
O

O

O 3O
O

O

O Yg
⑧ X ⑧

O

-

· IFO

E
O

O
8 Vo

O
Va

O

O Vz

O 010000
-

Va
O

- a Y z V
, Va Va Va Ve V

, Ve No Va

OO 10000000000- ↳
0010000000000

G 3
00

V
,· I IVz

&

& Ys

O 00100000000 0 Va
O

OI O· I us
Va

O
A

O 00 000 0 O
Vz

I 8
O

O O 000 00 00 0001↓ -

Va
↳



- x Y & V
, Va Va Ve Va V

o Ve Vo Va

↳
&

O
O

⑧ 3
8

O V
,

-· IF8
O Vz

- O
8 X

O
00 I 08

O
000 1 0

O000I
O

00 00 0000 8 Vo
6 - 110 6

O O 8 Va
6 0 -11006000 0

6 O 8
6 O 0 -110 O 00 0 O Vz
36 O 000 0 011 0 0 .30 0

36 O 00000 O 11 0 0 . 36 8
-

Va
-

->

360000000011 o O
- 36

& 4) why only 2 multiplication

in RICS ?

We can only perform
bilinear pairing

with a G1 & G2 points . Therefore we

can only perform it once.



Quadratic Program
-

Arithmetic

-> RICS is not succinct.

->We need n-rows to check equality

RICS -> DAP

-> So wa turn the RIIS form to

a polynomial form.

Schwattz-Zippel lemma---
-> two polynomial intersects at most

d points wherea is the degree of the

larger polynomial.

U



Verity if P(u) = g(u)

VERIFIER PROVER
.

Polynomial
[ P(z)
commitment
[ q(z)

- randomL 2
Point I

Evaluate P(t)
E P(t)
& a (T)
[ q()
L
Proof of T
evaluation.

-> The prover first commits the

polynomial.
-> The verifier gives a random point

I to the prover.

-> The prover
evaluates P(I) & g(T)

and returus them to the verifier along

with the proof (a).



-> If PLE) = q(t) then p(x) = q(u)

-> This is due to schwattz-zippel Lemma.

-> If the degree of polynomial is 3 then

both the polynomials will intersect at most

3 points.
-> In a 256-bit field the probability

of choosing a
where p(E) = q(T)

but p(s) => q(i) is 3/2250·

RING
-

-> Ring is a set with two binary
operators + ↑X

under +: abclien group (group
+ distributive).

under x : monoid (no inverse

& under + X is a sing .



Polynomials under + X are sings#
Under+ Under X

-> closed -> closed

-> associative -> Associative

-> Identity 10)
-> Identity (1)

-> inverse C-polynomial)
-> distributive

column Vectors under+ & Hadamard product
are rings.
-

It's a monoid because the inverse
does

not exist for every element.

E][][i]
[J . [] X versb.



A RICS can be expressed as column Vectors
under + Hadamard product (0)

eg :

[3]]]] =[i] [i]

-][i] + [3] · [2)) ·
([] · [i] + [c][a])

= [2][] + [2] · [i]



=> Column Vectors & polynomials are

rings.

=> There exists a homomorphism bla

them : (V) polynomial

= A polynomial can be thought of as a

Vector with all the points that satisfy the

equation. -

29 : 2x" - 32 + 5 =) To sI2 7

L ::

[3] + [i] = [i]
at



E
. [s] can be written as a polynomial

↓(x) = 2 .

= [i] can be written as a polynomial
&(x) = 1

= n + 1 = 73] = f(x) = x+

=> Use Lagrange Interpolation to convert

points to polynomial.

=> given a set of ( , y) pairs Lagrange

interpolation will return the lowest degree

polynomial that passes through those points.

= we twn column vectors to polynomials

using Lagrange interpolation. This makes it

succinct.



Multiplication of Column Vectors

[2] · [] = [02]
↓N #I Lagrange interpolation

R 2k 6x - 4

f the degrees on LHS &RHS
is not

balanced . (LHS - > degree 2 ; RHS + degree 1)

E
.

So we need to add a degree 2 polynomial

to RHS to balance the equation.

[c] · [i] = [b] +

=> Polynomial P2 should have degree 2

and be equal to [8]



= If we have 2 polynomials P
, KP2

with roofs [0, 2 Erch then P
, XP2

will have the roots Gr,
30Er2Y.

eq : P
.

= In - 3) (x + 5) => 3
,
5

Pc = (2x + 1) (3x) =) - 2 : 0

P
, Pz =

(x- 3) (x + 5) (2x + 1) (3x)

=> 3
,

-5
,

-10

P.. P = Pgob J+ belancing
polynomial .

P.. Py = P3 .

toh
↓

(x - 1) (n
- 1)=) [8]

#PLPs-h
in this case

his degree is 0.



(7 · [i] : [] Cait) · (( ·(i)[c][])
↓ ↓ d

a
= [i] ]]

↓ ↓

wi Wz

=> ini(n) . :Vi(K) = wi() + h(x).

i = 1

=> this is how 2K-SNARKS are
succinct .

=> check if the
LHS = RHS using

schwattz-zippel lemma
.

-> Everything is done in a finite field with

order being the curve
order.



Homework -7 AP
-

Q2 .

O

·000]1
= [3] . [] ]E)

=> x (3a" - 12a + 12) + v ,( - (a+4a - 3)
.



O O 10

O 81 O ·.07
= [] · [i] + [i] []
=> u(ta

? · a + 3) + y(z Ea + 2)



O

000] TI
=

[8] . [i] +[ ]-[]
+ [0%[] ][JE]
=> -Ba + -3) +out(
+ x(ta -za + 1) + y((at - 3a + 2)

+ v , <za" - Ea + 3) + veL-ta+-

+ h(a) +(a)



h(a) = [] = (a - 1) (a-n) (a- 3)

= Bahn-12an + 124- lat v
,

+4av ,
- 3v , ) x

(tar-Ear +3r+ any - Eayzy
- Ear - zau + n) - Lazy · Say

+ 24)

- Cahv , -Sav ,
+3)

= -Day
2

+

Garry - 693n + 30an= 36at

- 18 a Pay + 42army-24 any +
San

-

30ax" + 36m + 18 any- 42any

+cy--bav,
+ Eavy zatv

, y + 2amv ,
- 10a lux

+ 12axv ,
+ Jav,y - 14a-v

, y
+ Sav, y



= Bahn-12an + 124- lat v
,

+4av ,
- 3v , ) x

(tar-Ear +3r+ any - Eayzy

-

Sav, anv-dev,avy + av,,
2

- 6y) ,



Polynomials on Elliptic curves.

f(u) = 13 + x 2 + 2

=> How to evaluate this if a is a point

on a elliptic curve ?

= f(3m , ) =?

=> This is a nomial commitment-

f(x) = 243 + 3x2 + 74 + 12
O

inner product

=
2x3 + 3x2 + 74' + 12k ↑

= [22 ,
3 ,
7

, 12)
,

[43,
x2

,
0 , 137

=> [22 ,
3

,
7

, 12]
,

[49,
4G,

06
,,
9

.3)

flu)G ,
= 2x3G ,

+ 3024 ,
+ ExG ,

+ 12 G ,

=> You can evaluate a polynomial without

knowing the input.



&9 ,, 05G, KG
,,
G

,]

↳ structured Reference string
↳ Groth-16 - trusted setup.

Trusted Sep Veto

[...., G,I'd
,

YG
,,
G

,]
-

↳> powers of Tau.

=> I is a toxic waste. It needs to be

discarded.

=> If the prover knows
I

,
then they can

create equations that satisfy at t



aiui(u): Vi(K) =aiwi() + h(x).

Win, 6.
,
2

.3 ,
[GaG2 , 9)

,

[Et(i) G
, ,

t(t) on]
Ro

EI

I
3x33x1 -I

# w ,
m) Well) We (x)

· au),
acE]]

,
anEs),

ddd
↓

a .

(t)), Jaci)],

Cric)] TUCs]2vyci5]-
~ - [C] ,

(G
,
Point)

- [B]z(GePoint).[A] ,
(G ,
Point)

=> we can evaluate all these polynomials

at i using [T G,, TG .,
9 ,] &[EG2 ,TGc162]

=> [A]
,

· [B]c = [C]
:

· G2

=>We still have to solve for cultly)



h(u)t(r) at m = [

= t(x) = (x - 1) (x - 2)(x - 3)

= v3-bx2 + 11x - 6

h(m) = 2x + 1

nust(u)+ 1) (x3 - Gr + 11x - 6)

=> Since In) is known before hand
,
the

trusted setup can include [t(I) G,]

=
h(x) +(x) = (2x + 1) (t(t)G , )

=> This multiplicationon be rewritten

to a inner product.

e : (2x + 1) 20) = <22 , 1)
,

(16 , 03)

= h(r) +(u) = < (2 ,
1)

,
[It(i)

, +(i)])
at u = T



=> [A]
,

= a
, [u ,(t)]

,

+ a
, (UCt)]

,

+ @s[Ugci]]
,

=. [B]
c

= a
, [v , (t)] + an[VCED] + as [Vs()]

2

= [C)
,

= a
,(w ,

())
,

+ ac(W ,<]
,

+as [We()]
,

+ h(T) t(t)

= Now our 2kP is succinct with

only 3 elliptical care point A
,,

B,,



GROTH16
-
-

=> The prover can currently
send any (A),

[B]
,
$[c] ,

points to the verifier.

=> If we add a Gi point with unknown

discrete logarithm to (A)
,

[B]
.

= [C] , G

then it will be impossible
to fudge the

proof.

[A]
,

[B]c = []
.
[P]c + [c]

,
42

L

↓
[x]

,
SBS ,

are generated during
trusted

setup . XIB are destroyed.



*ail ; (n) . MaiVi(n) = aiw,)th(x)
i = 1

It , -Random points

(ini(u) + ) (iv) +

= iniuivi) V

+ paint
·

: : (k) · aivi(n) = aiw : (v) th(x)
&

i = 1 i = 1

=> aiw ; (n) + h(u)t(n) + Civil
i = 1

+ paint

f(u)g(u) =f



=> (awi) +aivi + painil
+ 24 + h(u)t(x)

[A], [B] 2

=> (inicu) + 2) (iv) +

= (a : win) + Paivi(u) + paini(u))
i = 1 h(x) + (x) + 94

[C]
,

&B

=> [A] ,
[B]c = [c]

,
42 + [x]

,
[B]

c



*(ai wil) + Paivi(u) + paini(u))
i = 1

= :(wilk) + Gvim) + qu i()

Y = (wi(x) + &V (x) + qui(x)). Go

[ .... Y ,
Yu ,

Y
,,To] : Yu

=> In is generated during trusted setup.

-

=> (1) ,: 4 :

=> (ii) + a) (iv)
=ai



=> So far we have acheived zero knowledgenees,
succinctness

, non-interactivity ,I argument of
knowledge.

= But our SNARK does not have the

the ability to hold public signals that the

Verifier can see

=> All inputs are Elliptic curve points.

*aiu : (x) · Zaivi(n) = aiw ; (x) + h(x)+(v)

i = 1 i = 1 i = 1

=> aiwi(k) = Zaiwilk) ↓ aiwin)
i = 1 i = i = l+ 1

-

↓
We can make the : values here public.



aiwick)
= ai

i =

=> a
, 4

,

+ 924z + as4.
... amYm

Ifl = 2
,
ie ; the public signals are

=> a
, 4

,

+ 924z + as4.
... amYm

--
↓ ↓

-

evaluated by evaluated by
the vorifier .

the prover .

Verification
A . BE(X) , [B]c +LG↓

it air



=> a
, 4.

+ 92Yz + 934g + 94 % + 9545

↓
ap4z

-> The prover might provide an invalid

witness paired with a verification key I

that may produce a valid proof depending
on the problem.

-> We introduc 2 unknown points [S):

[O]
,

that are generated during the

trusted setup process.

A . B = [x]
,
[B]

=
+ C[S]

:
+ XCO]



-> On computing : during trusted setup

we divide Y: with S or 8.

Y = X vi(I) + Built) + W(l) is <l
-

j

4: (I) + Built) + W(t) is isl

S

-> To prevent attackers from guessing our

witness (its possible when the
witness options

are less)
,
we add a random salt to

[A] [B] & [C]



[A]
,

= [x]
,

+ Baini) + r[S],

[B]c : [B] + aivilt) + 5[S]

I ]
+ S[A] ,

+ r[B]
,

- rs[8] ,

proof = (CAT
,, [B3z ,

(2)
,
).



Summary-

Step 1 :

Write a given problem in terms of a

-

set of constrained equation with only
addition & multiplication.

Step 2 :

Convert the set of constrained equations

to RIC5 form (matria) such that you

only have a maximum ofI multiplication

in the equations. It is done through
substitution.



Step 3 :

Convert the RICS form to a GAP

(polynomials form.

Step4 :

Evaluate the resulting OAP at
I

,

which is provided by the trusted setup.

Step 5 :

Setup proof and verification based

on the algorithm .
Le ; groth 6

, plonby ,
atc .


